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OJK - Indonesia POJK 13/2020

Google Cloud Platform Mapping

This document is designed to help commercial banks (“regulated entity”) supervised by the OJK to consider Regulation No. 13 of 2020 on Amendment of Financial Services Authority Regulation number 38/POJK.03/2016 concerning the
application of risk management in the use of information technology by commercial banks (“framework”) in the context of Google Cloud Platform (“GCP”) and the Google Cloud Services Contract.

We focus on Articles 21 and 42A of the framework. For each paragraph, we provide commentary to help you understand how you can address the requirements using the Google Cloud services and the Google Cloud Services Contract.

# |Framework reference Google Cloud commentary Google Cloud Services Contract reference
1 [1. The provisions of Article 21 are amended to read as following:
2 |21 (1) Banks are required to place Electronic Systems on Data Centers and Disaster Locations Data Transfers (Data Processing and Security
Recovery Centers in the region of Indonesia. Terms)
Google provides you with choices about where to store your data. Once you choose
where to store your data, Google will not store it outside your chosen region(s).
You can also choose to use tools provided by Google to enforce data location
requirements. For more information, see our Data residency, operational transparency,
and privacy on Google Cloud Whitepaper.
3 |21 (2) Banks may only place Electronic Systems at the Data Center and / or the Disaster |This is a customer consideration. N/A
Recovery Center outside the territory of Indonesia as long as it obtains approval from the
Financial Services Authority.
4 [21(3) Electronic systems that can be placed at the Center Data and / or Disaster
Recovery Centers outside Indonesian territory as referred to in paragraph (2):
5 121(3) a. Electronic system used for support integrated analysis in order meet the This is a customer consideration. N/A
conditions issued by the authority of the country of origin of the Bank which is global,
including cross-country;
6 |21 (3) b. Electronic system used for integrated risk management with Bank head office |This is a customer consideration. N/A
or main office / office main entity outside the territory of Indonesia;
7 21 (3) d_. EIecjcronlc system used for service to customers gIobaII.y, which requw.e.s This is a customer consideration. N/A
integration with Electronic Systems belong to a Bank group outside of Indonesia;
8 |21 (3) e. Electronic system used for communication management between
headquarters Bank with branch offices, or between subsidiaries company with parent This is a customer consideration. N/A
company; and / or
9 |21 (3) f. Electronic system used for Bank internal management. This is a customer consideration. N/A
10 |21 (4) Approval of the Financial Services Authority as referred to in paragraph (2) can be
provided on condition Bank:
11 |21 (4) a. meet the requirements as intended in Article 20 paragraph (3), paragraph (4), |This is a customer consideration. N/A
and paragraph (5);
12 |21 (4) b. submit the results of a country risk analysis; This is a customer consideration. N/A
13 |21 (4) c. ensuring the implementation of the Electronic System outside the territory of You operate the services independently without action by Google personnel. You decide |N/A

Indonesia does not reduce effectiveness of supervision of the Financial Services
Authority as evidenced by the statement letter;

which services to use, how to use them and for what purpose. Therefore you stay in
control of the relevant activities.
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https://ojk.go.id/id/regulasi/Pages/tentang-Penerapan-Manajemen-Risiko-dalam-Penggunaan-Teknologi-Informasi-oleh-Bank-Umum.aspx
https://services.google.com/fh/files/misc/googlecloud_european_commitments_whitepaper.pdf
https://services.google.com/fh/files/misc/googlecloud_european_commitments_whitepaper.pdf
https://cloud.google.com/terms/data-processing-terms#10-data-transfers
https://cloud.google.com/terms/data-processing-terms#10-data-transfers
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# Framework reference Google Cloud commentary Google Cloud Financial Services Contract
reference
Regulated entities can use the following functionality to control the Services:
e Cloud Console: A web-based graphical user interface that customers can use to
manage their GCP resources.
e gcloud Command Tool: A tool that provides the primary command-line interface to
GCP. A command-line interface is a user interface to a computer’s operating system.
e Google APIs: Application programming interfaces which provide access to GCP.
14 |21 (4) d. ensuring that information is confidential Banks are only disclosed as long as This is addressed in the Data Processing and Security Terms where Google makes Confidentiality
they meet statutory provisions in Indonesia proven by agreement cooperation between [commitments to protect your data, including regarding security, deletion, access and
the Bank and the provider Information Technology services; transfer.
15 |21 (4) e. ensure that a written agreement with Information Technology service providers [The rights and obligations of the parties are set out in the Google Cloud Services N/A
load legal choice clause; Contract.
16 (21 (4) f. submit a statement of objection from the supervisory authority of the Google recognizes that regulated entities must be able to audit our services effectively. IN/A
technology service provider Information outside the territory of Indonesia that Authority [Google grants audit, access and information rights to regulated entities and supervisory
Services Finance could conduct an examination of the parties Information Technology |authorities, and both their appointees. Regulated entities may access their data on the
service providers; services at any time and may provide their supervisory authority with access.
17 {21 (4) g. submit a statement that the Bank deliver periodically the results of the Google recognizes that you need to conduct due diligence and perform a risk N/A
assessment conducted by bank offices outside the region Indonesia on the application |assessment before deciding to use our services. To assist you, we've provided
of risk management to Information Technology service providers; information for you to consider below.
Reliability
e Qualifications and competencies: Google Cloud has been named as a leader in
several reports by third party industry analysts. You can read these on our
Analyst Reports page.
e Principals: Information about Google Cloud’s leadership team is available on our
Media Resources page.
e Customer references: Information about our referenceable customers (including
in the financial services sector) is available on our Google Cloud Customer page.
e Performance record: You can review information about Google’s historic
performance of the services on our Google Cloud Status Dashboard.
18 (21 (4) h. ensure the benefits of the placement plan Electronic system outside the This is a customer consideration. N/A
territory of Indonesia for Banks are greater than the burden borne by the bank; and
19 |21 (4) i. Deliver plan Bank to improve resource capabilities good bank human being Products and service offerings Definitions

related to the implementation of Information Technology as well business transactions
or products offered.

The GCP services are described on our services summary page.

Google Cloud
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https://cloud.google.com/cloud-console
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/apis/docs/overview
https://cloud.google.com/terms/data-processing-terms#top_of_page
https://cloud.google.com/analyst-reports
https://cloud.google.com/press
https://cloud.google.com/customers#/industries=Financial_Services_%26_Insurance
https://status.cloud.google.com/
https://cloud.google.com/terms/services
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# Framework reference Google Cloud commentary Google Cloud Financial Services Contract
reference
20 (21 (5) Banks are required to ensure that the data used in the Electronic System placed at | Qwnership Intellectual Property
the Data Center and / or Disaster Recovery Centers outside Indonesian territory is not You retain all intellectual property rights in your data, the data you derive from your data
used for its purpose other than as referred to in paragraph (3) using our services and your applications.
Data access and use Protection of Customer Data
Google commits to only access or use your data to provide the services ordered by you
and will not use it for any other Google products, services, or advertising.
You can monitor and control the limited actions performed by Google personnel on your
data using these tools:
e Access Transparency is a feature that enables you to review logs of actions
taken by Google personnel regarding your data. Log entries include: the affected
resource, the time of action, the reason for the action (e.g. the case number
associated with the support request); and data about who is acting on data (e.g.
the Google personnel’s location).
e Access Approval is a feature that enables you to require your explicit approval
before Google support and engineering teams are permitted access to your
customer content. Access Approval provides an additional layer of control on
top of the transparency provided by Access Transparency.
21 |21 (6) In the case based on the evaluation of the Service Authority Financial placement |Google provides functionality to enable customers to access, rectify, and restrict Data Deletion (Data Processing and Security
of Electronic Systems at the Center Data and / or Disaster Recovery Centers outside processing of their data as well as retrieve or delete data. Terms)
Indonesian territory:
a. not in accordance with the system placement plan Electronics at Data Centers and / |On termination of the contractual relationship, Google will comply with your instruction
or Centers Disaster Recovery outside Indonesia submitted to the Service Authority to delete Customer Data from Google systems.
Finance;
b. potentially reducing the effectiveness of supervision Financial Services Authority; For more information about deletion refer to our Deletion on Google Cloud Platform
c. potentially negatively impacting performance Bank; and / or not in accordance with whitepaper.
regulatory requirements legislation,
The Financial Services Authority is authorized to request the Bank to put the Electronic
System at the Center Data and / or Disaster Recovery Centers in the region of Indonesia.
22 |Article 42A
23 |42A (1). Banks are required to implement an action plan (action plan) that has been This is a customer consideration. N/A
submitted to the Authority Financial Services as referred to in Article 41 paragraph (2).
24 |42A (2). Banks that do not implement plans the action plan as referred to in paragraph | This is a customer consideration. N/A

(1), is stated as violating the obligation as referred to in Article 21 paragraph (1).

Google Cloud
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https://cloud.google.com/logging/docs/audit/access-transparency-overview
https://cloud.google.com/access-approval/docs/overview
https://cloud.google.com/security/deletion
https://cloud.google.com/security/deletion
https://cloud.google.com/terms/data-processing-terms#7-data-security
https://cloud.google.com/terms/data-processing-terms#7-data-security

