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Office of Insurance Commission Thailand - Guidelines on Uses of Services Provided by
Third Parties (Outsourcing) for Insurance Companies

Google Workspace Mapping

This document is designed to help insurance companies supervised by the Office of Insurance Commission (“regulated entity”) to consider the Guidelines on Uses of Services Provided by Third Parties (Outsourcing) for Insurance
Companies (“framework”) in the context of Google Workspace and the Google Cloud Financial Services Contract.

We focus on the following requirements of the framework: 4.1 (Roles, Duties and Responsibilities of the Board of Directors and the Chief Executives of the Company), 4.2 (Selection of a Services Provider), 4.3 (Responsibility to
Customers), 4.4 (Business Continuity Management), 4.5 (Contract and Agreement) and 4.6 (Monitor, Evaluation, Inspection and Control of Risk in association with the Uses of Services Provided by Service Providers). For each paragraph,
we provide commentary to help you understand how you can address the requirements using the Google Workspace services and the Google Cloud Financial Services Contract.

# |Framework reference Google Cloud commentary Google Cloud Financial Services Contract
reference
1. Clause 4. Criteria of Supervision on Uses of Services Provided by Third Parties as per
Clause 3.2
2. 4.1 Roles, Duties and Responsibilities of the Board of Directors and the Chief
Executives of the Company
3. The authorized board of directors and chief executives of the Company shall establish|Our Board of Directors Handbook for Cloud Risk Governance provides practical guidance |N/A
explicit policies addressing the uses of services provided by third parties in writing and | for the Boards of Directors of organizations that are engaging in a new, or substantially
regularly review efficiency and appropriateness of such policies, together with taking|increased, adoption of cloud technology perhaps as part of a wider digital
actions to ensure that related personnel accurately complying with the policies. Such [transformation of their business. In particular, it explains how adopting cloud
policies shall be established by thoroughly considering significant issues in respect of [technologies, and adjusting business practices, processes and operating models to fully
uses of services provided by third parties in entire processes, for instance: gain from the advantages of cloud, provides organizations with an opportunity to step
change their management of operational risk.
4, (1) Scope of insurance compensation claim services as per the insurance policy; Google will maintain insurance cover against a number of identified risks. In addition, Insurance
Risk Manager gives you tools to leverage cyber insurance to deal with risks in the Google
Cloud environment.
5. (2) Criterion for selection, minimum qualification of a services provider and hiring|This is a customer consideration. Google Cloud has been providing cloud services for N/A
process; over 10 years, assisting customers across the globe in the financial services, healthcare
& life science, retail and public sectors to name a few. More information on Google
Cloud'’s capabilities is available on our Choosing Google Cloud page.
6. (3) Management of associated risks, including compliance with laws regarding|Google recognizes that using our Services should not impair a regulated entity’s ability to
anti-money laundering and combating the financing of terrorism; oversee compliance with applicable laws and regulations as well as a regulated entity’s _ _
. . . . . . . Enabling Customer Compliance
internal policies. We will provide regulated entities with the assistance they need to
review our Services.
7. (4) Internal control; Information about Google’'s approach to the internal control environment is available in
Google’s certifications and audit reports.
Certifications and Audit Reports
You can review Google’s current certifications and audit reports at any time. Compliance
reports manager provides you with easy, on-demand access to these critical compliance
resources.
8. (5) Security of Company’s data and customers’ data; The security of a cloud service consists of two key elements:

(1) Security of Google's infrastructure

Cloud Data Processing Addendum.

https://cloud.google.com/security/compliance/



https://cloud.google.com/blog/products/identity-security/10-questions-to-help-boards-safely-maximize-cloud-opportunities
https://cloud.google.com/risk-protection-program
https://cloud.google.com/why-google-cloud
https://cloud.google.com/security/compliance/offerings/#/
https://cloud.google.com/security/compliance/offerings/#/
https://cloud.google.com/security/compliance/compliance-reports-manager
https://cloud.google.com/security/compliance/compliance-reports-manager
https://cloud.google.com/terms/data-processing-addendum
https://cloud.google.com/security/compliance/
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Google Cloud commentary

Google Cloud Financial Services Contract
reference

Google manages the security of our infrastructure. This is the security of the hardware,
software, networking and facilities that support the Services.

Given the one-to-many nature of our service, Google provides the same robust security
for all our customers.

Google provides detailed information to customers about our security practices so that
customers can understand them and consider them as part of their own risk analysis.

More information is available at:

Our infrastructure security page

Our security whitepaper

Our cloud-native security whitepaper

Our infrastructure security design overview page
Our security resources page

Our Workspace encryption whitepaper

In addition, you can review Google’'s SOC 2 report.

2) Security of vour data and applications in the cloud

You define the security of your data and applications in the cloud. This refers to the
security measures that you choose to implement and operate when you use the
Services.

(a) Security by default

Although we want to offer you as much choice as possible when it comes to your data,
the security of your data is of paramount importance to Google and we take the
following proactive steps to assist you:

e Encryption at rest. Google encrypts certain data while it is stored at rest on a
disk (including solid-state drives) or backup media. Even if an attacker or
someone with physical access obtains the storage equipment containing your
data, they won't be able to read it because they don’t have the necessary
encryption keys.

Google Cloud

https://cloud.google.com/security/compliance/



https://cloud.google.com/security/infrastructure/
https://cloud.google.com/security/overview/whitepaper
https://cloud.google.com/security/beyondprod
https://cloud.google.com/security/infrastructure/design/
https://cloud.google.com/security/resources/
https://services.google.com/fh/files/misc/g-suite-encryption-wp.pdf
https://cloud.google.com/security/compliance/soc-2/
https://cloud.google.com/security/compliance/
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Google Cloud commentary

Google Cloud Financial Services Contract
reference

e Encryption in transit. Google encrypts all data while it is “in transit"-traveling
over the Internet and across the Google network between data centers. Should
an attacker intercept such transmissions, they will only be able to capture
encrypted data, at one or more network layers when data moves outside
physical boundaries not controlled by Google or on behalf of Google.

(b) Security products

In addition to the other tools and practices available to you outside Google, you can
choose to use tools provided by Google to enhance and monitor the security of your
data. Information on Google’s security products is available on our Cloud Security
Products page.

(c) Security resources
Google also publishes guidance on:

. : :
. w :

(6) Specification of an emergency plan of the Company in the case where outsourcing
services are suspended and unable to continuously operate;

Google recognizes that, whatever the level of technical resilience that can be achieved
on Google Workspace, regulated entities must plan for the scenario in which Google can
no longer provide the service.

We support such exit plans through:

e Commitment to Open Source: many of our products and services are available
in Open Source versions, meaning that they can be run on other Cloud providers
or on-premise.

e Commitment to common standards: our platform supports common standards
for hosting applications in virtual machines or containers, which can be
replicated by alternative services on other Cloud providers or on-premise.

N/A

10.

(7) Management in case a transition period from self-operating to outsourcing services
is suspended and unable to continuously operate;

Google will enable you to access and export your data throughout the duration of our
contract and the transition term. More information is available on our Google Account
help page. In addition, Data Export is a feature that makes it easy to export and
download a copy of your data securely from our Services.

Cloud Data Processing Addendum.

Google Cloud

https://cloud.google.com/security/compliance/



https://cloud.google.com/security/products/
https://cloud.google.com/security/products/
https://cloud.google.com/docs/enterprise/best-practices-for-enterprise-organizations#networking-and-security
https://cloud.google.com/security/showcase/
https://support.google.com/accounts/answer/3024190
https://support.google.com/accounts/answer/3024190
https://gsuiteupdates.googleblog.com/2018/05/export-all-your-g-suite-data-in-one-step.html
https://cloud.google.com/terms/data-processing-addendum
https://cloud.google.com/security/compliance/
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reference
11.  |(8) Scope of responsibility of relevant units. We recognize that as a cloud provider we maintain significant responsibilities for risks  [N/A
that your organization is ultimately accountable for, such as physical security of our data
centers. It is important for regulated entities to have a clear understanding of the
allocation of responsibility in the cloud, and in particular the boundaries of responsibility
between your organization and the cloud service provider.
Responsibility in the cloud is assigned as follows:
e Your cloud service provider is responsible for managing the risks and controls of
the underlying cloud infrastructure, including hardware and networks.
e Your organization is responsible for managing the risks and controls of its
environment in the cloud, such as securing your data and managing your
applications
Refer to our Consensus Assessment Initiative Questionnaire (CAIQ) response on our
Cloud Security Alliance page for more information on the allocations of responsibilities
between Google and our customers.
12. |4.2 Selection of a Services Provider
13. |The Company shall prescribe appropriate criteria for selection of a services provider|Google recognizes that you need to conduct due diligence and perform a risk N/A
prior to execution of new contracts or renewal of existing contracts by thoroughly|assessment before deciding to use our services. To assist you, we've provided the
considering significant issues which include at least the following: information below.
14. |(1) Status of the service provider shall not be in a state which may cause a conflict of | This is a customer consideration. N/A
interest with the Company, for instance, being contract parties that are entitled to
receive an insurance compensation;
15. |(2) Having specialized expertise, experience in operating related work and a sufficient|Google Cloud has been providing cloud services for over 10 years, assisting customers |N/A
service network in accordance with the objectives. In case where the Company request|across the globe in the financial services, healthcare & life science, retail and public
services from an outsourcing service provider under Clause 3.2(2), such outsourcing |sectors to name a few.
service provider shall obtain a license from the Bank of Thailand for provision of
payment acceptance services via electronic means according to the Royal Decree
Regulating Electronic Payment Service Business B.E. 2551 (2008);
16. |(3) Financial status and stability; You can review Google’s audited financial statements on Alphabet’s Investor Relations [N/A
page.
17. |(4) Business reputation, complaints records or litigation records; Google Cloud has been named as a leader in several reports by third party industry N/A

analysts. You can read these on our Analyst Reports page.

Google Cloud

https://cloud.google.com/security/compliance/



https://cloud.google.com/security/compliance/csa
https://abc.xyz/investor/
https://cloud.google.com/analyst-reports
https://cloud.google.com/security/compliance/
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reference
Information about our referenceable customers (including in the financial services
sector) is available on our Google Workspace Cloud Customer page.
You can review information about Google’s historic performance of the services on our
Google Workspace Status Dashboard. Information about material pending legal
proceedings is available in our annual reports on Alphabet’s Investor Relations page.
18. (5) Organizational culture and policy which is appropriate for the Company; You can review information about our mission, philosophies and culture on Alphabet’s N/A
Investor Relations page. It also provides information about our organizational policies
e.g. our Code of Conduct.
19. |(6) Adaptability for new developments; Google is continuously introducing new services to offer our customers the latest Updates to Services and Terms
features and functionality. New services are added to the services summary page.
page when they are available and each customer can choose whether or not to use
them under their existing contract.
20. [(7) Providing general services to the Company. In this case, the Company shall consider|Google recognizes the importance of continuity for regulated entities and for this reason |N/A
a risk that might occur if an outsourcing service provider provides service to many other |we are committed to data portability and open-source. Refer to our Engaging in a
companies; European dialogue on customer controls and open cloud solutions blog post and our
Open Cloud page for more information on how Google’s approach to open source can
help you address vendor lock-in and concentration risk.
21. (8) Clear criterion for consider using outsourcing services from service providers who|Our Board of Directors Handbook for Cloud Risk Governance provides practical guidance |N/A
are related to the board of directors and the chief executives of the Company; for the Boards of Directors of organizations that are engaging in a new, or substantially
increased, adoption of cloud technology perhaps as part of a wider digital
transformation of their business. In particular, it explains how adopting cloud
technologies, and adjusting business practices, processes and operating models to fully
gain from the advantages of cloud, provides organizations with an opportunity to step
change their management of operational risk.
22.  [(9) In case of using outsourcing services from the service providers overseas for|This is a customer consideration. N/A
accident insurance, health insurance or travel insurance whose protection extends for
coverage outside the Kingdom of Thailand, the Company shall consider associated risks
that may occur, such as political change, foreign policy, and law of each jurisdiction and
shall provide guideline for mitigating such risks.
23. |4.3 Responsibility to Customers
24. |The Company shall always be aware that uses of outsourcing services are merely a|Control

switch of operator. The Company shall remain liable to customers as if operating such
matter by itself. Therefore, the Company shall undertake any actions to ensure

Instructions

Google Cloud

https://cloud.google.com/security/compliance/



https://workspace.google.com/customers/
https://www.google.com/appsstatus#hl=en&v=status
https://abc.xyz/investor/
https://abc.xyz/investor/
https://abc.xyz/investor/
https://gsuite.google.com/intl/en/terms/user_features.html?_ga=2.130261455.1167010648.1583759426-1599980538.1564069885
https://cloud.google.com/blog/products/identity-security/how-google-cloud-is-addressing-data-sovereignty-in-europe-2020
https://cloud.google.com/blog/products/identity-security/how-google-cloud-is-addressing-data-sovereignty-in-europe-2020
https://cloud.google.com/open-cloud
https://cloud.google.com/open-cloud
https://cloud.google.com/blog/products/identity-security/10-questions-to-help-boards-safely-maximize-cloud-opportunities
https://cloud.google.com/security/compliance/
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Google Cloud Financial Services Contract
reference

appropriate supervision and responsibilities toward customers which include at least
the following aspects:

Regulated entities have the right to issue instructions to Google. To do this, regulated
entities can use the following functionality of the Services:

e Google Admin Console allows you to add users to your account, turn on the services
you want them to use, grant people administrator access, and otherwise manage
Google services for your organization.

Monitoring

Refer to Row 36 for more information on how you can monitor the services.

25.

(1) The Company shall ensure that a service provider shall put in place a security system
for the confidentiality of customers’ data and Company’s data as properly. For instance,
separation of customers’ data of insurance company from data of service provider or
other customers of the service provider, strict control of data access of employees of
the service provider, including to inspect such system as appropriate and supervise the
service provider to strictly monitor employees in protecting confidentiality of data of the
customers and the Company;

Data Security

Refer to Row 8 for more information on Google Cloud'’s security measures.

Data segregation

To keep data private and secure, Google logically isolates each customer's data from
that of other customers.

Data access
Google recognizes that you need visibility into who did what, when, and where for all user

activity on our service. Google makes security resources, features, functionality and
controls available that customers may use to secure and control access to customer
data, including the Cloud Console, encryption, logging and monitoring, identity and
access management, security scanning, and firewalls.

The “Managing Google’s Access to your Data” section of our Trusting your data with G
Suite whitepaper explains Google’s data access processes and policies.

In addition to the other tools and practices available to you outside Google, you can
choose to use tools provided by Google to enhance and monitor the security of your
data. Information on Google’s security products is available here.

Here are some examples:

N/A

Google Cloud

https://cloud.google.com/security/compliance/



https://support.google.com/a/topic/2413312?hl=en&ref_topic=4388346
https://cloud.google.com/files/gcp-trust-whitepaper.pdf
https://cloud.google.com/files/workspace-trust-whitepaper.pdf
https://cloud.google.com/files/workspace-trust-whitepaper.pdf
https://workspace.google.com/security/?secure-by-design_activeEl=data-centers
https://cloud.google.com/security/compliance/
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# Framework reference Google Cloud commentary Google Cloud Financial Services Contract
reference
e Alert Center provides real-time actionable alerts and security insights about
activity in your Google Workspace domain.
e Cloud Identity is a unified identity, access app, and endpoint management
(IAM/EMM) platform that helps IT and security teams maximize end-user
efficiency and protect your organization’s data.
e Security Center provides actionable security insights for Google Workspace to
help protect your organisation.
26. [(2) The Company shall provide adequate and proper systems which enable consumer |Given the nature of the services, Google does not have direct interaction with the N/A
complaint management and solutions for customers, including to periodically report to|regulated entity’s customers.
the chief executives;
27.  |(3) The Company shall not impair the efficiency of services which customers receive nor|Google recognizes that regulated entities require assistance from Google to enable them |Enabling Customer Compliance
push costs of which have been generally incurred to the Company as customers’|{to ensure compliance with applicable laws and regulations. We are committed to
burden. The outsourcing services shall not be an obstacle to compliance with laws, rule |working with regulated entities in good faith to provide this assistance.
and regulations of any authorities;
28. |(4) The Company shall disclose data that may affect the customers from authorizing | This is a customer consideration. Prices and fee information are also publicly available |Payment Terms
outsourcing service providers to proceed on behalf of the Company, for example, fee|on our SKUs page. Refer to our Pricing page for more information.
and service charge, in advance.
29. |4.4 Business Continuity Management
30. |[Since payment of insurance compensation is crucial, such compensation payment|Google will implement a business continuity plan for the Services, review and testit at  |Business Continuity and Disaster Recovery
undertaking shall be proceeded in a continuous manner. The Company shall prescribe to|least annually and ensure it remains current with industry standards. Regulated entities
require the outsourcing service provider to prepare a business continuity plan and|can review our plan and testing results.
allocate resources efficiently to sufficiently respond to operations.
In addition, information about how customers can use our Services in their own
business contingency planning is available in our Disaster Recovery Planning Guide.
31. 4.5 Contract and Agreement
32. |The Company shall enter into a contract and agreement with outsourcing service|The rights and responsibilities of the parties are set out in the Google Cloud Financial N/A

providers in writing with prescribing of the following details at the minimum:

Services Contract

Google Cloud

https://cloud.google.com/security/compliance/



https://workspace.google.com/products/admin/alert-center/
https://cloud.google.com/identity/
https://workspace.google.com/products/admin/security-center/
https://cloud.google.com/channel/docs/concepts/workspace/products-skus
https://workspace.google.com/pricing.html
https://cloud.google.com/solutions/dr-scenarios-planning-guide
https://cloud.google.com/security/compliance/
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33.

(1) Specification of service details, scope of responsibilities, risk management, internal
control and security system to protect data and properties of the Company;

Services

The Google Workspace services are described on our services summary page. You
decide which services to use, how to use them and for what purpose. Therefore, you
decide the scope of the arrangement.

Responsibilities

The roles and responsibilities of the parties are set out in the Google Cloud Financial
Services Contract.

Risk Management and internal control

Information about Google’s approach to risk management and its internal control
environment is available in Google’s certifications and audit reports.

You can review Google’s current certifications and audit reports at any time. Compliance
reports manager provides you with easy, on-demand access to these critical compliance

resources.

Security systems

The security of a cloud service consists of two key elements:

(1) Security of Google’s infrastructure

Google manages the security of our infrastructure. This is the security of the hardware,
software, networking and facilities that support the Services.

Given the one-to-many nature of our service, Google provides the same robust security
for all our customers.

Google provides detailed information to customers about our security practices so that
customers can understand them and consider them as part of their own risk analysis.

More information is available at:

Definitions

N/A

Certifications and Audit Reports

Data Security; Google’'s Security Measures (Cloud
Data Processing Addendum)

Google Cloud

https://cloud.google.com/security/compliance/



https://gsuite.google.com/intl/en/terms/user_features.html?_ga=2.130261455.1167010648.1583759426-1599980538.1564069885
https://cloud.google.com/security/compliance/offerings/#/
https://cloud.google.com/security/compliance/offerings/#/
https://cloud.google.com/security/compliance/compliance-reports-manager
https://cloud.google.com/security/compliance/compliance-reports-manager
https://cloud.google.com/terms/data-processing-addendum
https://cloud.google.com/terms/data-processing-addendum
https://cloud.google.com/security/compliance/
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Our infrastructure security page

Our security whitepaper

Our cloud-native security whitepaper

Our infrastructure security design overview page
Our security resources page

In addition, you can review Google’'s SOC 2 report.

2) Security of your data and applications in the cloud

You define the security of your data and applications in the cloud. This refers to the
security measures that you choose to implement and operate when you use the
Services.

(a) Security by default

Although we want to offer you as much choice as possible when it comes to your data,
the security of your data is of paramount importance to Google and we take the
following proactive steps to assist you:

e Encryption at rest. Google encrypts customer data stored at rest by default, with
no additional action required from you. More information is available on the

Google Cloud Encryption at rest page.

e Encryption in transit. Google encrypts and authenticates all data in transit at one
or more network layers when data moves outside physical boundaries not
controlled by Google or on behalf of Google. More information is available on
the Google Cloud Encryption in transit page.

(b) Security products

In addition to the other tools and practices available to you outside Google, you can
choose to use tools provided by Google to enhance and monitor the security of your
data. Information on Google's security products is available on our Cloud Security
Products page.

(c) Security resources

Google Cloud

https://cloud.google.com/security/compliance/



https://cloud.google.com/security/infrastructure/
https://cloud.google.com/security/overview/whitepaper
https://cloud.google.com/security/beyondprod
https://cloud.google.com/security/infrastructure/design/
https://workspace.google.com/security/?secure-by-design_activeEl=data-centers
https://cloud.google.com/security/compliance/soc-2/
https://cloud.google.com/security/encryption-at-rest/default-encryption
https://cloud.google.com/security/encryption-in-transit
https://workspace.google.com/security/?secure-by-design_activeEl=data-centers
https://workspace.google.com/security/?secure-by-design_activeEl=data-centers
https://cloud.google.com/security/compliance/
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Google also publishes guidance on:

e Security use cases
. < ity blueori

34.

(2) Terms of service as a minimum standard of service that the outsourcing service
providers shall comply with;

The SLAs provide measurable performance standards for the services and are available
on our Google Workspace Service Level Agreement page.

Services

35.

(3) Business continuity plan of the outsourcing service providers in order to respond in
case the outsourcing services are suspended and unable to continuously operate;

Google will implement a business continuity plan for the Services, review and test it at
least annually and ensure it remains current with industry standards. Regulated entities
can review our plan and testing results.

In addition, information about how customers can use our Services in their own
business contingency planning is available in our Disaster Recovery Planning Guide.

Business Continuity and Disaster Recovery

36.

(4) Steps to monitor, inspect and evaluate the efficiency of performance of the
outsourcing service providers;

You can monitor Google’s performance of the Services (including the SLAs) on an
ongoing basis using the functionality of the Services.

For example:
e The Status Dashboard provides status information on the Services.

e Admin Console Reports allow you to examine potential security risks, measure
user collaboration, track who signs in and when, analyze administrator activity,
and much more.

e Access Transparency is a feature that enables you to review logs of actions
taken by Google personnel regarding your user content. Log entries include: the
affected resource, the time of action, the reason for the action (e.g. the case
number associated with the support request); and data about who is acting on
data (e.g. the Google personnel’s location).

Ongoing Performance Monitoring

37.

(5) Determination of service fee between contract parties shall be reasonable as based
on costs or average market rate without giving excessively unreasonable advantages to
other persons or juristic persons;

Refer to your Google Cloud Financial Services contract. Prices and fee information are
also publicly available on our SKUs page. Refer to our Pricing page for more information.

Payment Terms

Google Cloud

https://cloud.google.com/security/compliance/



https://cloud.google.com/docs/enterprise/best-practices-for-enterprise-organizations#networking-and-security
https://cloud.google.com/security/showcase/
https://cloud.google.com/blog/topics/developers-practitioners/blueprint-secure-infrastructure-google-cloud?utm_source=feedburner&utm_medium=email&utm_campaign=Feed:%2Bgoogleblog%2FCNkG%2B(Google%2BCloud%2BPlatform%2BBlog)
https://workspace.google.com/terms/sla.html?_ga=2.131785167.1167010648.1583759426-1599980538.1564069885
https://cloud.google.com/solutions/dr-scenarios-planning-guide
https://www.google.com/appsstatus
https://support.google.com/a/answer/6000239
https://support.google.com/a/answer/9230474
https://cloud.google.com/channel/docs/concepts/workspace/products-skus
https://workspace.google.com/pricing.html
https://cloud.google.com/security/compliance/
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38. (6) The duration of contract, contractual clauses and condition for contract termination, | Duration Term and Termination
including the rights of the Company to amendment and contract renewal for flexibility of
service adjustment, if necessary, and for prevention of business obstacles of the|Refer to your Google Cloud Financial Services Contract.
Company in the future;
Termination
Regulated entities can elect to terminate our contract for convenience with advance
notice, including if necessary to comply with law, if directed by a supervisory authority;  |Term and Termination
and if Google increases the fees.
In addition, regulated entities can terminate our contract with advance notice for
Google's material breach after a cure period.
Contractual amendments
As services and technology change, Google may.upde'lte f:ertaln terms at URLs that apply Changes to Terms; Amendments
to all our customers. Any updates must meet strict criteria. For example, they must not
result in a material degradation of the overall security of the services or have a material
adverse impact on your existing rights. Beyond these limited updates, any contract
changes must be made in writing and signed by both parties.
39. [(7) Scope of responsibility of contracting parties in case of service interruptions, for| Google will make information about developments that materially impact Google’s |Significant Developments
instance, service delay and errors in provision of service, as well as the course of| ability to perform the Services in accordance with the SLAs available to you. More
problem solving or compensation to the incurred damage; information is available on our Status Dashboard page.
In addition, Google will notify you of data incidents promptly and without undue delay. [Data Incidents (Cloud Data Processing
More information on Google's data incident response process is available in our Data Addendum)
incident response whitepaper.
If Google's performance of the Services does not meet the Google Workspace Service _
Level Agreement regulated entities may claim service credits. Services
40. |(8) Security of data, confidentiality, privacy of customers’ data and Company’s data,

including access to data and propriety right of such data. This shall also include an
explicit penalty upon disclosure of customers’ data or Company’s data. The service

Security of data

Google Cloud

https://cloud.google.com/security/compliance/



https://www.google.com/appsstatus
https://cloud.google.com/support/docs/dashboard
http://services.google.com/fh/files/misc/data_incident_response_2018.pdf
http://services.google.com/fh/files/misc/data_incident_response_2018.pdf
https://workspace.google.com/terms/sla.html?_ga=2.131785167.1167010648.1583759426-1599980538.1564069885
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providers shall separate database of the Company's customers from data of the|Refer to Row 33 for more information on how Google keeps your data secure and
outsourcing service providers or other customers of the service provider. confidentiality.

Ownership of the data

You retain all intellectual property rights in your data, the data you derive from your data
using our services and your applications, both during the term and after termination.

Intellectual Property

Data Incidents and Response

Refer to Row 39.

Data Segregation

To keep data private and secure, Google logically isolates each customer's data from
that of other customers.
41. [(9) Negative covenants to prohibit the service providers to assign or subcontract the |Google recognizes that regulated entities need to consider the risks associated with Subcontracting; Google Subcontractors
work to other service providers, except from work with low risks, for instance, document [subcontracting. We also want to provide you and all our customers with the most
recording and safekeeping, printing and delivery. reliable, robust and resilient service that we can. In some cases there may be clear

benefits to working with other trusted organizations e.g. to provide 24/7 support.

Although Google will provide you with information about the organizations that we work
with, we cannot agree that we will never subcontract. Given the one-to-many nature of
our service, if we agreed with one customer that we would not subcontract, we would
potentially be denying all our customers the benefit motivating the subcontracting
arrangement.

To ensure regulated entities retain oversight of any subcontracting, Google will comply
with clear conditions designed to provide transparency and choice.

42. |(10) Other necessity conditions, including places of service provision and uses of |To provide you with a fast, reliable, robust and resilient service, Google may store and N/A
services from service providers overseas. process your data where Google or its subprocessors maintain facilities.

e Information about the location of Google’s facilities is available here.

Google Cloud
https://cloud.google.com/security/compliance/


https://cloud.google.com/terms/data-processing-addendum
https://www.google.com/about/datacenters/inside/locations/
https://cloud.google.com/security/compliance/
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e Information about the location of Google’s subprocessors’ facilities is available
here.
Google provides the same contractual commitments and technical and organizational
measures for your data regardless of the country / region where it is located. In
particular:
e The same robust security measures apply to all Google facilities, regardless of
country / region.
e Google makes the same commitments about all its subprocessors, regardless
of country / region.
Google provides you with choices about where to store your data. Once you choose
where to store your data, Google will not store it outside your chosen region(s).
You can also choose to use tools provided by Google to enforce data location
requirements. For more information, see our Trusting your data with Google Workspace
whitepaper.
43. [(11) The Company shall not prevent or forbid the outsourcing service providers to|This is a customer consideration. N/A
provide similar services to other companies.
44. |(12) There shall be compliance with relevant regulations; Google will comply with all laws, regulations, and binding regulatory guidance applicable [Representations and Warranties
to it in the provision of the services.
45, (13) Determination of the OIC rights, the Company and related government authorities to [ Google recognizes that regulated entities and their supervisory authorities must be able [Regulator Information, Audit and Access
inspect the management and internal control system and to demand for inspection of [to audit our services effectively. Google grants information, audit and access rights to
related information from the outsourcing service provider or subcontractors (if any) in[regulated entities, supervisory authorities, and both their appointees.
relation to the provided services. If such inspection requires approval from the
government authorities which supervise such service provider, the Company and/or the |Google recognizes that subcontracting must not reduce the regulated entity’s ability to|Google Subcontractors
service provider shall accordingly undertake any actions so as to enable such inspection |oversee the service or the supervisory authority’s ability to supervise the regulated entity.
legitimately. To preserve this, Google will ensure our subcontractors comply with the information,
access and audit rights we provide to regulated entities and supervisory authorities.
46. |4.6 Monitor, Evaluation, Inspection and Control of Risk in association with the Uses of
Services Provided by Service Providers
47. |Since the uses of the outsourcing services of the Company may affect the Company or|The mechanisms used to secure and control cloud technologies can be substantially N/A

customers in general, the Company shall explicitly prescribe a guideline to manage risks
in association with the uses of services provided by service providers, such as

different to those used for on-premise technologies.

Google Cloud

https://cloud.google.com/security/compliance/



https://gsuite.google.com/intl/en/terms/subprocessors.html
https://cloud.google.com/files/gsuite-trust-whitepaper.pdf
https://cloud.google.com/files/gsuite-trust-whitepaper.pdf
https://cloud.google.com/security/compliance/
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reputation risks or operational risks, in writing in compatible with the relevance of the|Given that, it is important that your organization’s control functions re-evaluate relevant
work which resorts to such services and in accordance with the overall risk|key controls: even if the objectives behind existing controls are still valid, the specifics of
management policies. The Company shall further communicate such guidelines to the [the control, and the approach to managing it, will often need to evolve in order that the
relevant personnel for comprehension and strict compliance with such guidelines. In|original control objective is still met in a cloud environment.
establishing such guideline, the Company shall thoroughly take into consideration of at
least the following aspects: In fact, using cloud native controls instead of relying on existing controls will often
produce better outcomes because they are designed with cloud in mind.
Refer to our Board of Directors Handbook for Cloud Risk Governance and Risk
Governance of Digital Transformation in the Cloud whitepaper for more information,
including about how control design and ownership evolves in the cloud.
48. (1) There shall be an arrangement for a clear system to supervise, monitor, inspect and | Monitoring

evaluate the service provider as appropriate for standard of internal control and
provision of service as if the Company is operating such matter by itself. Further, there
shall be an inspection to ensure strict legal compliance of the Company and service
providers;

You can monitor Google’s performance of the Services (including the SLAs) on an
ongoing basis using the functionality of the Services.

For example:
e The Status Dashboard provides status information on the Services.

e Admin Console Reports allow you to examine potential security risks, measure
user collaboration, track who signs in and when, analyze administrator activity,
and much more.

e Access Transparency is a feature that enables you to review logs of actions
taken by Google personnel regarding your user content. Log entries include: the
affected resource, the time of action, the reason for the action (e.g. the case
number associated with the support request); and data about who is acting on
data (e.g. the Google personnel’s location).

Internal controls

Google recognizes that you expect independent verification of our security, privacy and

compliance controls. Google undergoes several independent third-party audits on a

Ongoing Performance Monitoring

Certifications and Audit Reports

Google Cloud

https://cloud.google.com/security/compliance/



https://cloud.google.com/blog/products/identity-security/10-questions-to-help-boards-safely-maximize-cloud-opportunities
https://cloud.google.com/blog/products/identity-security/new-whitepaper-managing-risk-governance-in-digital-transformation
https://cloud.google.com/blog/products/identity-security/new-whitepaper-managing-risk-governance-in-digital-transformation
https://www.google.com/appsstatus
https://support.google.com/a/answer/6000239
https://support.google.com/a/answer/9230474
https://cloud.google.com/security/compliance/
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regular basis to provide this assurance. Google commits to comply with the following
key international standards during the term of our contract with you:
-ISO/IEC 27001:2013 (Information Security Management Systems)
-ISO/IEC 27017:2015 (Cloud Security)
-S0C 1
-S0C2
-S0C 3
You can review Google's current certifications and audit reports at any time. Compliance
reports manager provides you with easy, on-demand access to these critical compliance
resources.
Inspectability
You can monitor and control the limited actions performed by Google personnel on your
data using these tools:
e Access Transparency is a feature that enables you to review logs of actions
taken by Google personnel regarding your data. Log entries include: the affected
resource, the time of action, the reason for the action (e.g. the case number
associated with the support request); and data about who is acting on data (e.g.
the Google personnel’s location).
e Access Approval is a feature that enables you to require your explicit approval
before Google support and engineering teams are permitted access to your
customer content. Access Approval provides an additional layer of control on
top of the transparency provided by Access Transparency.
49. [(2) There shall be an arrangement for an operation manual and related documents,|Refer to our Documentation page for technical documentation, including information on |N/A

including any adjustment to maintain such documents as up-to-date, in order to monitor,
evaluate and manage risks of the Company;

service configuration.

Google Cloud

https://cloud.google.com/security/compliance/



https://cloud.google.com/security/compliance/iso-27001/
https://cloud.google.com/security/compliance/iso-27017/
https://cloud.google.com/security/compliance/iso-27018/
https://cloud.google.com/security/compliance/soc-1/
https://cloud.google.com/security/compliance/soc-2/
https://cloud.google.com/security/compliance/soc-3/
https://cloud.google.com/security/compliance/offerings/#/
https://cloud.google.com/security/compliance/compliance-reports-manager
https://cloud.google.com/security/compliance/compliance-reports-manager
https://support.google.com/a/answer/9230474
https://cloud.google.com/access-approval/docs/overview
https://cloud.google.com/docs
https://cloud.google.com/security/compliance/
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50. |(3) There shall be an arrangement for employees or units that comprehend with the|Google provides documentation to explain how regulated entities and their employees |N/A
scope, nature of work and working procedure of the service providers in order to|can use our Google Workspace services. If a regulated entity would like more guided
accurately and reliably monitor and evaluate the work performed by the service|training, Google also provides a variety of courses and certifications.
providers;
51. |(4) There shall be an arrangement for immediate reports of problems to the board of| Google will make information about developments that materially impact Google's |Significant Developments
directors or chief executives of the Company in order to solve such problems in time; ability to perform the Services in accordance with the SLAs available to you. More
information is available on our Status Dashboard page.
In addition, Google will notify you of data incidents promptly and without undue delay.
More information on Google’'s data incident response process is available in our Data
incident response whitepaper.
52. |(5) There shall be an arrangement for a revision of service providers regularly as|This is a customer consideration. N/A
appropriate;
53. |(6) The Company shall prepare details and information relating to the uses of services|Google recognizes that regulated entities and their supervisory authorities must be able |Regulator Information, Audit and Access

provided by outsourcing service providers or subcontractors (if any) which are accurate
and updated for inspection of the OIC and relevant governmental authorities.

to audit our services effectively. Google grants information, audit and access rights to
regulated entities, supervisory authorities, and both their appointees.

Google Cloud

https://cloud.google.com/security/compliance/



https://support.google.com/a/users#!/&topic=9296556
https://cloud.google.com/training#overview
https://www.google.com/appsstatus
https://cloud.google.com/support/docs/dashboard
http://services.google.com/fh/files/misc/data_incident_response_2018.pdf
http://services.google.com/fh/files/misc/data_incident_response_2018.pdf
https://cloud.google.com/security/compliance/

