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contained herein is correct as of April 2019 and represents the status quo as of the time it was written.

Google's security policies and systems may change going forward, as we continually improve
protection for our customers.


https://cloud.google.com/
https://cloud.google.com/

Introductiont

Healthcare organizations are increasingly using cloud platforms to personalize patient care, analyze
large datasets more effectively, enhance research and development collaboration, and share medical
knowledge. Leveraging cloud platforms can also help healthcare organizations increase the privacy and
security of information systems, and, as a result, better comply with applicable laws and regulations
while reducing the burden of compliance.

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) set standards in the United
States to protect individually identifiable health information. HIPAA applies to health plans, most
healthcare providers, and healthcare clearinghouses - collectively known as “covered entities” - that
manage protected health information (PHI) electronically and to persons or entities that perform
certain functions on their behalf, known as “business associates”.

The HIPAA Privacy Rule requires covered entities and their business associates to safeguard the
privacy of PHI handled in any medium, while the HIPAA Security Rule obligates them to protect the
confidentiality, integrity, and availability of PHI they create, receive, maintain, or transmit electronically
with administrative, physical, and technical measures. Covered entities and business associates also
have breach notification obligations and duties.

As an industry-leading cloud service provider (CSP), Google Cloud Platform (GCP) enables
healthcare organizations to realize the benefits of cloud computing and stay on track with
their HIPAA compliance efforts. For example, the Colorado Center for Personalized
Medicine deployed GCP services to integrate genetic data and patient records, and the
medical imaging community uses GCP tools to improve patient outcomes.



https://aspe.hhs.gov/report/health-insurance-portability-and-accountability-act-1996
https://cloud.google.com/customers/colorado-center-for-personalized-medicine/
https://cloud.google.com/customers/colorado-center-for-personalized-medicine/
https://www.blog.google/products/google-cloud/google-cloud-rsna-engaging-medical-imaging-community/

GCP’s administrative, physical, and technical controls also help
healthcare organizations meet their privacy, security, and
compliance objectives. Google is committed to protecting
customers’ information and undergoes routine audits by
independent third parties to verify our compliance with numerous
globally recognized security and data privacy standards. In fact,
Forrester Research recognized Google Cloud as a Leader for
Public Cloud Native Security for our security capabilities and
features.

To learn about Google Cloud’s innovative technologies that
support HIPAA compliance, visit the Google Cloud HIPAA
Compliance page, which has a current list of services covered by
the GCP HIPAA Business Associate Agreement (BAA) products,
and the Google Cloud Blog posts for Healthcare & Life Sciences.

This guide describes measures GCP takes to ensure our compliance
with numerous globally recognized security and data privacy
standards. It also explains how healthcare organization can use GCP’s
offerings in a manner that aligns with HIPAA's requirements. While
references to — and details of — regulatory standards and guidance
are provided as a framework for this discussion, these do not
constitute legal advice for healthcare organizations nor for any other
entities.
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https://cloud.google.com/security/compliance/
https://cloud.google.com/forrester-public-cloud-platform-native-security-wave/
https://cloud.google.com/forrester-public-cloud-platform-native-security-wave/
https://cloud.google.com/security/compliance/hipaa
https://cloud.google.com/security/compliance/hipaa
https://cloud.google.com/blog/topics/healthcare-life-sciences

Overview of HIPAA

HIPAA is a federal law administered and enforced by the U.S.
Department of Health & Human Services (HHS) that requires
certain organizations in the healthcare industry to safeguard
individuals’ medical and health-related information. The law
aims to support the secure maintenance and appropriate
sharing of sensitive health data.

In this section we define some important terms, describe
several HIPAA rules, and outline the obligations that are
applicable to certain organizations that handle individuals’
medical and health-related information. We base the following
information on Title 45 of the Code of Federal Regulations,
Part 160 and Part 164, and the HHS’ official guidance. To learn
more, please refer to the links provided herein, as well as the
HHS' FAQ section.

Topics covered in this section

Definitions of HIPAA key terms
Protected health information
Covered entities
Business associate
Business associate agreement
Security incident
Breach of protected health information

The HIPAA Privacy, Security, and Breach
Notification Rules

Privacy Rule

Security Rule

Breach Notification Rule

The cloud security provider as a business associate



https://www.hhs.gov/sites/default/files/hipaa-simplification-201303.pdf
https://www.hhs.gov/
https://www.ecfr.gov/cgi-bin/text-idx?SID=1f07b1acac95c76642b6e86845145f8c&mc=true&node=pt45.1.160&rgn=div5
https://www.ecfr.gov/cgi-bin/text-idx?SID=850590a4f612cd981499fd2d283aa7b9&mc=true&node=pt45.1.164&rgn=div5
https://www.hhs.gov/hipaa/for-professionals/index.html
https://www.hhs.gov/hipaa/for-professionals/faq/index.html?language=es

Definitions of HIPAA key terms

To promote consistent understanding of HIPAA-related terms, we have included definitions in this
section, as per the HHS guidance

Protected health information

Protected health information (PHI) is defined as “individually identifiable health information” that is
maintained or transmitted by covered entities or their business associates in any form or media,
including paper and electronic. The individually identifiable health information a covered entity creates,
receives, maintains, or transmits solely in electronic form is defined as “electronic protected health
information” (ePHI).

Individually identifiable health information (IIHI) is information, including demographic information,
that:

0 Relates to (1) the individual’s past, present, or future physical or mental health or condition;
(2) the provision of healthcare to the individual; or (3) the past, present, or future payment for
the provision of healthcare to an individual

0 Identifies the individual, or can be used to identify the individual based on a reasonable belief

For example, a medical record, laboratory report, or hospital bill could be PHI if one item contains
information that identifies a patient (such as by name) and has medical and health-related information
or payment data concerning that patient.



https://www.ecfr.gov/cgi-bin/text-idx?SID=dc82b628eed19d1ba1d23f5263cdf2e7&mc=true&node=pt45.1.160&rgn=div5#se45.1.160_1103
https://www.ecfr.gov/cgi-bin/text-idx?SID=dc82b628eed19d1ba1d23f5263cdf2e7&mc=true&node=pt45.1.160&rgn=div5#se45.1.160_1103
https://www.ecfr.gov/cgi-bin/text-idx?SID=dc82b628eed19d1ba1d23f5263cdf2e7&mc=true&node=pt45.1.160&rgn=div5#se45.1.160_1103
https://www.ecfr.gov/cgi-bin/text-idx?SID=dc82b628eed19d1ba1d23f5263cdf2e7&mc=true&node=pt45.1.160&rgn=div5#se45.1.160_1103

Covered entities

Under HIPAA, covered entities include the following:

NKEHO DIEUE

Individual and group plans that provide or pay the cost of medical care. Such plans include:

o} Health, dental, vision, and prescription drug insurers
o} Health maintenance organizations (HMOs)
o} Medicare, Medicaid, and Medicare supplement insurers
0 Long-term care insurers (excluding nursing home fixed-indemnity policies)
o] Employer-sponsored group health plans multi-employer health plans
o] Government and church-sponsored health plans
4 NKEHSTEIK DAUVHIKEE
; Healthcare providers that conduct certain financial and administrative transactions

electronically for which HHS has adopted a standard. Such providers include:!

0 Doctors 0 Chiropractors
o] Clinics o] Nursing homes
o] Psychologists o] Pharmacies
o] Dentists

b NKEHOTEIK TIKEAUNSUWEKEY

Entities that process non-standard health information they receive from another entity into a
standard format, or conversely. Such entities might include:

o] Billing services
0 Repricing companies
o] Community health management information systems

To learn more, refer to HHS' Covered Entities guidance. To help determine if you are a covered entity,
refer to the government'’s decision guidance tool.



https://www.ecfr.gov/cgi-bin/text-idx?SID=ae6199de6802dc09a7df6a939dca0fe3&mc=true&node=pt45.1.160&rgn=div5#se45.1.160_1103
https://www.hhs.gov/hipaa/for-professionals/covered-entities/index.html
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/HIPAA-ACA/Downloads/CoveredEntitiesChart20160617.pdf



https://www.ecfr.gov/cgi-bin/text-idx?SID=ed78e9cedf736dd2f190c97ca3933f8a&mc=true&node=se45.1.160_1103&rgn=div8
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/business-associates/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/business-associates/index.html
https://www.ecfr.gov/cgi-bin/text-idx?SID=850590a4f612cd981499fd2d283aa7b9&mc=true&node=pt45.1.164&rgn=div5#se45.1.164_1502
https://www.ecfr.gov/cgi-bin/text-idx?SID=850590a4f612cd981499fd2d283aa7b9&mc=true&node=pt45.1.164&rgn=div5#se45.1.164_1504

